Abstract. In this work, we look at authenticated encryption schemes from a new perspective. As opposed to analyzing the security of different methods of constructing authenticated encryption schemes, we investigate the effect of the method used to construct an authenticated encryption scheme on the performance of the construction. We show that, by performing the authentication operation before the encryption operation, the security requirements on the authentication operation can be relaxed, leading to more efficient constructions, without affecting the security of the overall construction.
Introduction
There are three different methods to generically compose an authenticated encryption scheme by combining an encryption algorithm with a MAC algorithm: Encrypt-and-MAC (E&M ), Encrypt-then-MAC (EtM ), or MAC-then-Encrypt (M tE). Although significant efforts have been devoted to analyzing the security implications of different generic compositions (see, e.g., [10, 29] ), little effort has been devoted to the study of the performance implications of different generic compositions [2] . Of particular interest to this work is the performance aspect of generic compositions when the encryption algorithm is block cipher based and the MAC algorithm is universal hash-function family based. (We focus on such constructions since block ciphers are the recommended building block for secure encryption [25] and since universal hash families based MACs are the fastest method for message authentication [39] .)
In a typical EtM composition, the plaintext is broken into blocks. Each block is processed with a block cipher, resulting in a ciphertext block. The resulting ciphertext blocks are then authenticated using a MAC based on a universal hash-function family (in the Carter-Wegman style [15] ). One of the most recent authenticated encryption schemes is the Carter-Wegman Counter (CWC) block cipher mode of authenticated encryption proposed by Kohno et al. in [27] . (The National Institute of Standards and Technology (NIST) has adopted the CWC mode of operation in the standardized Galois/Counter Mode (GCM) of authenticated encryption [17] .) The CWC mode of operation gives high-performance authenticated encryption by combining the counter mode of encryption with a Wegman-Carter universal hash-function family for authentication.
The OKH Solution. In this work, we investigate the performance implications of the order in which the two operations, encryption and authentication, are performed. We describe the Odd Key Hashing (OKH) mode of authenticated encryption. The OKH mode is motivated by the CWC mode of authenticated encryption proposed by Kohno et al. [27] . However, unlike the CWC and the GCM schemes, the order of encrypt-then-authenticate is reversed in the OKH mode. That is, as opposed to applying the hashing operation on the ciphertext, it is applied on the plaintext, before block cipher encryption. The main result of this study is to show that, while the hash family used to construct a MAC in the EtM composition must be universal, this need not be the case in the M tE composition.
1 The performance implication of this result is that, since the hash family need not be universal, it can be computed faster than the fastest universal hash family in the cryptographic literature. The theoretical significance of this result is that relaxing the security requirements on the MAC algorithm does not affect the provable security of the overall authenticated encryption composition. . Alomair and Poovendran showed that one can utilize the E&M composition to eliminate redundant computations in the MAC algorithm in order to come up with more efficient generic constructions [5, 6] . Stream cipher based authenticated encryption primitives have appeared in [19, 40] . However, these stream cipher based proposals have been analyzed and shown to be vulnerable to attacks [31, 33, 34, 41] .
The use of universal hash-function families to construct MAC algorithms is due to Carter and Wegman [15] . Compared to block cipher based MACs, such as [9, 16] , and cryptographic hash function based MACs, such as [7, 35] , universal hashing based MACs lead to faster message authentication [14, 21, 28, 36] . The speed of a universal hash family based MAC relies mainly on the speed of the used universal hash family. The security of MACs based on universal hashing has been extensively studied. In [22] , key recovery attacks against universal hash functions was introduced. In [4] , it was shown that the security of universal hashing based on integer arithmetic is proportional to the smallest prime factor of the used modulus.
